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PYONGYANG,  KOREA,  2013. 
"Defeating  the  United  States 
was  a  much  easi  er  task  than 
we  thought  possible,"  Col 
Myongjoo  Kim  said  in  pre 
cise  English.  Educated  at 
Harvard  and  CalTech,  the  haggard  45-year- 
old  North  Ko  rean  stood  at  the  head  of  a  smal  I 
table  around  which  sat  interested  representa¬ 
tives  from  nine  nations.  The  room  was 
harshly  lit,  without  windows,  and  electroni¬ 
cally  screened  from  the  outside  world  by  sys¬ 
tems  "borrowed"  from  their  prostrate  foe. 
Colonel  Kim's  speech  would  never  be  heard 
again  outside  this  forum,  and  the  representa- 
tiveswouldrapidlydisperseafterthebriefing. 
H  ow  ever,  i  t  was es sen  ti  al  for  each  rep  resen  ta 
five  to  understand  the  nature  of  the  success¬ 
ful  campaign  against  the  Americans  and  the 
implications  for  his  nation.  Colonel  Kim  an¬ 
nounced: 


*This  article  was  written  in  the  fall  of  1997,  before  the  present  Iraqi  crisis  over  UN  inspections  and  the  recent  anthrax  scare  in  Las 
Vegas  It  appears  that  we  are  at  least  beginning  to  take  biological  warfare  seriously.  The  authors  would  like  to  thank  the  following 
i  ndividualsfor  their  invaluableassistancein  producing  this  work:  Capt  Daniel  DantandCaptJohn  Shaw,  who  provided  excellent  insight 
into  what  kind  of  story  to  tell;  Capt  Kathy  "Gus"  Viksne,  who  gave  us  some  useful  pointers  on  air  defense:  Capt  Bryan  Haderlie,  who 
enlightened  us  on  the  subject  of  optical  systems  for  space  surveillance:  Col  Chris  Wain,  USAF,  Retired,  who  provided  the  seeds  for  the 
Decapitation  scenario;  and  Col  Michael  Mantz. 
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Our  plan  has  succeeded.  We  have  inflicted— to 
paraphrase  the  words  of  an  American  airpower 
theorist-a  "strategic  paralysis"  on  the  United 
States  so  that  it  is  incapable  of  acting.1 
Following  our  attack  on  their  homeland,  the 
Americans  have  become  defensive,  turning 
decidedly  inward.  Their  influence  is  rapidly 
waning  around  the  globe;  no  longer  do  they 
deserve  the  title,  "superpower."  The  remainder 
of  the  twenty-f i  rst  centu  ry  i  s  wi  de  open . 

Some  congratulatory  glances  were  ex¬ 
changed.  Colonel  Kim  noticed  these,  then 
glanced  down  at  his  notepad.  He  spoke 
louder: 

Please  do  not  make  the  mistake  of  assuming 
that  this  outcome  was  a  foregone  conclusion. 
The  U  n  i  ted  States  remai  ns  very  powerfu  I .  There 
were  specific  steps  that  the  Americans  could 
have  taken  that  might  have  prevented  us  from 
succeeding,  or  stopped  our  efforts  in  the 
planning  stage.  However,  to  be  blunt,  they 
suffer  from  a  rather  distressing  lack  of  vision. 
Their  own  military  strategy  documents  of  the 
late  1990s  anticipated  much  of  the 
multipolarity  and  rapid  change  that  have 
shaped  the  world  of  the  twenty-first  century- 
something  that  we  in  part  helped  to  precipitate. 
As  the  world's  last  superpower,  they 
acknowledged  the  dangers  posed  by  aspiring 
regional  powers,  the  proliferation  of  advanced 
weapons,  terrorists,  and  attacks  on  their 
homeland.2  However  accurate  their  predictions 
of  the  future  might  have  been,  they  made  the 
mi  stake  of  continuing  to  structure  their  armed 
forces  for  combat  between  large  numbers  of 
conventional  forced  while  paying  only  lip 
servi  ce to  the  th  reat  of  asy mmetri  c  attack.  Thei  r 
arrogance  bl  i  nded  them  to  the  possi  bi  I  ity  that  a 
potential  adversary  might  actually  try  to 
achieve  their  ends  by  other  than  a  direct 
military  confrontation.  Their  folly  allowed  us 
to  exploit  vulnerabilities  in  their  most  vital 
high-technology  systems,  making  the 
dominance  of  their  conventional  forces 
irrelevant.4  We  should  not  fault  them  too 
much.  Events  have  proceeded  apace.  Without 
an  easily  understood  and  measurable  foe,  the 
Ameri  cans  havefl  oundered  for  al  most  20  years. 
It  iscertai  nly  truethat  they  have  upgraded  thei  r 
systemsal  ong  the  way,  but  they  never  were  abl  e 
to  fully  realize  the  true  value  of  their  most 
technologically  advanced  systems,  those  that 
operate  in  two  closely  coupled  media-space 


and  information.  We  were  able  to  take 
maximum  advantage  of  their  plodding  and 
uncertainty.  Let  me  start  at  the  beginning. 


Like  any  other  nation,  the  United 
States  is  a  complex  system,  and 
despite  its  many  protests  to  the 
contrary,  it  has  systemic  weaknesses 
and  leverage  points  that  can  be 
exploited  by  a  knowledgeable 
adversary. 


The  Plan 

Ran  goon,  Myanmar, 2009.  Thefi  rst  meet  i  ng 
wasshroudedintheut  most  secrecy.  The  prin¬ 
cipals,  with  a  suspicion  verging  on  outright 
paranoia,  shuttled  through  several  unlikely 
ports  of  call  before  finally  arriving  at  their 
destination.  Initial  communications  were  by 
word  of  mouth.  There  would  be  no  "smoking 
gun”  in  the  form  of  a  document  or  cellular 
phone  call  to  betray  those  involved.  All  par¬ 
ticipants  prepared  decoys  who  appeared 
prominently  in  foreign  cities  to  distract  the 
attention  of  the  American  intelligence- 
collection  system.  One  joked  nervously  that 
he  was  less  concerned  with  potential  Central 
Intelligence  Agency  (CIA)  ferrets  than  with 
the  ubiquitous  representatives  of  the  US  me¬ 
dia.  Onereportermightsuspectaruseand  in¬ 
advertently  stumble  on  a  story  larger  than  he 
or  she  could  easily  imagine. 

The  Iranian  envoy  spokefirst.  He  had  not 
only  originated  the  initial  plan  but  had  taken 
the  potentially  risky  step  of  personally  con¬ 
tacting  the  other  members--representatives 
from  North  Korea,  China,  Iraq,  and  several 
multinational  corporate  concerns.  He  spoke 
of  th  e"arti  f  i  ci  al  restrai  nts"  cu  r  rentl  y  i  m  posed 
upon  the  world  by  American  might,  the  in¬ 
ability  of  nation-states  to  exercise  their  free¬ 
dom,  and  the  absolute  preeminence  of  the 
United  Statesin  thetechnical, industrial,  and 
military  realms.  "Rome  was  no  greater  a 
power  in  its  day,"  he  remarked,  "and  Rome 
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endured  for  centuries.  The  Pax  Americana  is 
lessthan  acen  turyold.  How  long  must  we  en¬ 
dure  it?" 

Nods  and  shrugs.  The  discussion  quickly 
turned  to  the  magnitude  of  the  problem  fac¬ 
ing  the  cabal.  The  Iraqi  envoy  noted  that  his 
country  had  attempted  to  stand  its  ground 
with  the  best  weapons  it  could  afford  only  a 
generation  previously  but  that  it  had  been 
thoroughly  trounced  by  the  American  war 
machine.  Thel  ranian  countered  thatthel  raqi 
chal  lengehad  been  fool  hardy,  based  asit  was 
on  meeting  American  strength  directly.  "Let 
us  not  tempt  their  stealth  fighters  and  their 
carrier  battle  groups.  We  cannot  best  them. 
We  are  not— with  the  possible  exception  of 
my  able  Chinese  friend— peer  competitors.’ 

"5 

"What,  then?"  asked  the  North  Korean. 
"Terrorist  attacks?  Car  bombs  and  suicide 
squads?  What  you  seem  to  be  suggesting  is  a 
route  that  has  been  attempted  but  that  is  felt 
to  be  no  more  than  a  pinprick  by  such  a  gi¬ 
ant."  The  I  ranian  smiled  and  gave  his  reply: 

Like  any  other  nation,  the  United  States  is  a 
complex  system,  and  despite  its  many  protests 
to  the  contrary,  it  has  systemic  weaknesses  and 
leverage  points  that  can  be  exploited  by  a 
knowledgeable  adversary.  First,  we  will  attack 
itsleadershipdirectlyand  audaciously.  Wewill 
then  undertake  to  seriously  damage  its 
command,  control,  and  communications 
infrastructure.  Finally,  we  will  assault  the 
eco  nomi  c  i  nf  rastru  ctu  re  of  several  maj  o  r  ci  ti  es. 

Some  of  you  are  clearly  asking,  To  what  end? 
The  answer  is  simply  put:  to  make  them 
withdraw,  to  turn  inward.  The  Americans  are 
insular  by  nature,  and  they  are sti 1 1  not  entirely 
comfortable  with  the  leadership  role  history 
has  thrust  upon  them.  Our  attack  will  exceed 
their  "cost-tolerance"6  for  continued  conflict, 
at  which  point  they  will  retreat  to  North 
America  and  wall  themselves  in.  Such  a  course 
of  events  wi  1 1  permit  us  a  free  hand  to  take  what 
is  rightfully  ours,  unhindered  by  American 
intervention. 

There  were  nervous  shuffles  and  uncom¬ 
fortable  looks  around  the  table.  The  Chinese 
representative  spoke  up.  "We  must  not  pro¬ 
vide  the  United  States  with  a  valid  target. 


They  will  want  to  lash  out,  and  may  perhaps 
do  so  irrationally.  Therefore,  all  strikes  must 
be  co-vert  strikes.  We  shall  undertake  no 
high-profileeffortsthat  could  warrant  direct 
retribution  against  a  specific  nation." 

"That  is  precisely  what  I  have  in  mind." 

Stage  1  (Decapitation) 

11  July  2012,  8:35  a.m.  EST.  The  day  dawned 
hot,  humid,  and  calm,  typical  of  this  time  of 
year  in  the  Washington  area.  Commuters 
inching  north  along  1-395  glanced  up 
through  sunroofs  to  noticealow-flyingtwin- 
engined  plane  foil  owing  the  freeway  at  an  al¬ 
titude  of  only  100  feet.  Of  these,  only  four 
had  the  presence  of  mind  to  call  in  com¬ 
plaints  on  their  cellular  phones,  but  these 
calls  were  ignored  by  dispatchers  as  likely 
cranks.  The  aging  1972  Beechcraft  King  Air 
E-90  had  al  ready  been  airborneforoverthree 
hours,  an  gling  north  east  acrossf arm  I  and  and 
forested  hills  after  an  uneventful  predawn 
takeoff  from  a  private  field  east  of  Roanoke, 
Virginia.  This  course  had  been  selected  after 
only  the  most  careful  consideration  of  the  al¬ 
ternatives— including  a  launch  from  one  of 
the  numerous  supertankers  plying  their  way 
up  and  down  the  East  Coast.  The  conspi  rators 
had  decided  that  the  US  air  defense  network 
of  phased-array  radars,  Air  National  Guard 
and  Customs  patrols,  aerostats,  and  the  occa¬ 
sional  overflight  by  low-orbit  satellites  carry¬ 
ing  synthetic  aperture  radars  (all  enlisted  in 
the  continuing  war  on  drug  trafficking)  was 
sufficiently  daunting  to  make  an  unnoticed 
approach  to  the  coast  a  chancy  proposition. 
However,  one  member  of  the  team  pointed 
out  that  the  North  American  Aerospace  De¬ 
fense  Command  (NOF^AD)  was  not  nearly  as 
interested  in  happenings  within  the  interior 
of  the  country.  Furthermore,  US  air  traffic 
controllers  often  viewed  only  their  trans- 
ponderdata,  not  both  er  i  ng  with  thecl  uttered 
and  headache-inducing  radar  return.  A  light 
plane  running  low  and  with  its  transponder 
off  could  thus  be  virtually  invisible.  Acquir¬ 
ing  the  plane  and  smuggling  in  the  "muni¬ 
tion"  became  the  largest  stumbling  blocks, 
but  the  North  Korean  "team"  overcame  these 
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obstacles  with  relative  ease.7  All  had  dis¬ 
persed  within  minutes  of  the  plane's  takeoff 
and  were  headed  for  international  flights 
from  several  different  airports  in  the  South¬ 
east. 

Guided  by  a  vastly  improved  global  posi¬ 
tioning  system  (GPS)  network8  and  assisted 
by  sophisticated  terrain-mapping  software 
(downloaded  from  a  French  web  site),  the 
King  Air  carried  no  living  human  cargo— al¬ 
though  a  freshly  thawed  corpse  was  strapped 
i  nto  the  pi  I  ot  seat.  The  ai  r  pi  ane  di  pped  to  un¬ 
der  50  feet  as  it  passed  between  the  Pentagon 
and  Washington  National  Airport,  cruising 
within  the  ground  clutter,  and  then  it 
abruptly  began  climbing,  dispensing  innu¬ 
merable  spores  of  multiply  resistant  Bacillus 
anthracis  across  much  of  the  central  capital 
area. 

Suddenl y  al  erted  to  the  smal  I  pi  ane's  pres¬ 
ence,  air  traffic  controllers  at  the  airport  and 
at  Andrews  AFB,  Maryland,  tried  at  first  to 
contact  the  aircraft  and  then  began  to  nar- 
rowcast  warnings  to  the  Secret  Service  and 
other  agencies.  After  several  minutes,  how¬ 
ever,  the  aircraft  veered  to  the  northwest, 
dove  rapidly,  and  crashed  into  the  bluffs 
above  the  Maryland  side  of  the  Potomac, 
across  from  CIA  Headquarters.  The  resulting 
fireball  was  extremely  hot,  leaving  eager  in¬ 
vestigators  and  media  little  evidence  other 
than  melted  wreckage  and  charred  bonefrag- 
ments.  One  observer  reported  weeks  later 
that  she  had  seen  the  smal  I  ai  rcraft  drop  a  cy- 
lindrical  object  as  it  flew  over  the  Potomac, 
just  prior  to  impact. 

"Inhalation  anthrax''10  announces  itself 
with  ini  tial  symptomseasilymistakenforthe 
flu  or  a  common  cold.  Within  two  days,  ap¬ 
proximately  250,000  people— including  the 


president,  the  vice  president  and  her  hus¬ 
band,  160  senators  and  representatives,  se¬ 
nior  leadersfromnumerousfederal  agencies, 
three  service  chiefs,  and  more  than  11,000 
Pentagon  employees  began  to  experience 
low-grade  fever,  fatigue,  and  a  slight  cough. 
Of  the  few  that  bothered  to  notify  their  doc¬ 
tors  in  thecritical  hoursfol lowingtheattack, 
none  received  the  correct— and  fatal— diagno¬ 
sis.  Ninety  percent  of  those  infected  would 
die  within  a  single  week.  The  ensuing  chaos 
would  plunge  the  entire  country  into  confu¬ 
sion. 

Colonel  Kim  continued: 

We  killed  asignifi  cant  portion  of  their  national 
leadership  with  a  single  blow— the  president, 
vice  president,  and  several  cabinet  members, 
along  with  a  host  of  their  military  leadership. 
Yet  we  left  no  traces  for  them  to  follow,  and 
there  was  little  opportunity  for  a  coordinated 
investigation  in  any  event,  given  our  next 
actions.  Now,  the  Americans  could  have 
prevented  this  if,  for  instance,  they  had  carried 
out  thei  r  plansfor  a  space-based  radar  or  global 
air  traffic  control  system.  Their  current 
su  rvei  1 1  ance  i  s  spotty  at  best-and  despi  te  thei  r 
professed  concern  about  terrorism,  they  are 
egregiously  poor  at  deterring  internal  threats. 
Even  afai  rly  rudimentary  low- or  medium-orbit 
constellation  of  radar  satellites  providing 
continuous  wide-area  coverage  could  have 
detected  ouraircraft  in  time  to  takeaction. 

The  Iranian  envoy  frowned  and  said,  "We 
had  i  niti  al  ly  thought  that  thei  r  space  systems 
were  among  their  strongest  assets.”  Kim  re¬ 
plied, 

Yes,  and  you  werecorrecttothinkso.  However, 
we  quickly  discovered  significant  gaps  in  their 
existing  reconnaissance  and  surveillance 
architecture.  Certainly,  they  were— and 
are— able  to  detect  virtually  anything  that 
moves  on  or  above  the  earth,  but  in  very 
circumscribed  regions,  and  for  only  short 
periodsof  ti  me.  Without aglobal  network,  they 
must  deduce  which  areas  are  of  interest  for 
observation,  and  either  wait  for  thei  r  satel  I  ites 
to  pass  over  the  target  or  command  them  to 
modify  their  orbits.  The  first  is 
time-consuming,  while  the  second  wastes 
precious  fuel. 
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US  leaders  never  succeeded  in 
developing  either  the  doctrine  or  the 
systems  required  for  space  denial 
and  space  protection.  In  fact,  their 
national  policy  proscribed  such 
activities,  despite  the  obvious 
vulnerabilities  of  their  vital  space 

assets. 


Inshort.theUnited  States  f  ai  I  ed  to  cap  i  tal  i  ze  o  n 
its  initial  investment-and  continued  to  relyon 
an  immature  intelligence  architecture.  It  hid 
behind  its  superior  technology  but  failed  to 
close  the  gaping  holes  in  its  systems. 


Stage  2  (Disruption) 

15  July  2012,  11:40  A.M.  EST.  Thousands  of 
cases  of  severe  respi  ratorydistress  were  bei  ng 
reported  all  across  the  national  capital  re¬ 
gion-alarming  doctors  and  patients  alike. 
Some  two  thousand  people  had  already  suc¬ 
cumbed  to  "an  un  known  vi  ral  or  bacterial  in¬ 
fection.”  Widespread  panic  engulfed  theDis- 
trict  of  Columbia  metro  area  following  the 
Center  for  Disease  Control's  (CDC)  an¬ 
nouncement  of  a  regional  quarantine  on 
travel.  With  very  little  yet  to  go  on,  investiga¬ 
tors  from  the  CDC  and  the  Army's  Institute 
for  Infectious  Diseases  were  out  in  force, 
searching  for  answers.  A  regional  manhunt 
was  on,  with  few  obvious  suspects.  Even  as  it 
was  becoming  clear  that  the  national  capital 
had  been  subjected  to  a  catastrophic  biologi¬ 
cal  attack,  it  was  evident  that  there  was  very 
I  ittl  e  that  could  be  done  for  the  victims.  The 
presi  dentwassaidto begravelyill  andseveral 
of  h  i  sad  vi  so  rsi  n  ca  paci  tated .  M  aj  o  r  n  ewso  ut- 
lets  were  scrambling  for  information.  Cable 
News  Network  (CNN)  placed  the  story  at  the 
top  of  the  lineup  for  its  midday  news  sum¬ 
mary,  despite  the  skimpy  nature  of  the  mate¬ 
rial.  Most  other  networksfol  I  owed  their  lead. 
These  reports  were  destined  to  never  make  it 
on  the  air. 


Some  35,000  kilometers  overhead,  a  non¬ 
descript  Chinese  telecommunications  satel¬ 
lite,  Dong  Fang  Hong  (DFH)  91,  sat  idle  in  a 
"supersynchronous"orbit.11TheChi  nesehad 
launched  the  satellite  over  a  year  and  a  half 
earlier,  but  it  had  suffered  a  series  of  highly 
pub  I  i  cizedtechni  cal  problemsandwasgrudg- 
i  n gl  y  rel  e  gated  to  th e  "j  u n k  bel t "  beyond  geo- 
synchronous  earth  orbit  (GEO)  in  January 
2012.  Perhaps  as  a  final  insultto  its  builders, 
DFH  91failed com  pi etelyafter  perform  ingits 
apogee  boost  and  now  revolved  in  a"useless" 
26-hour  orbit,  returning  to  geosynchronous 
al  ti  tudeataslightlydifferent  Ion  gi  tudeevery 
day. 

In  reality,  DFH  91's  status  as  a  derelict  ap¬ 
plied  only  to  its  ability  to  transmit  digital  TV 
to  Chinese  viewers  on  the  planet  below.  Be¬ 
ginning  in  April,  an  observer  positioned  near 
the  satellite  would  have  noticed  something 
out  of  the  ordinary.  Upon  each  descent  of 
DFH  91  to  the  geosynchronous  belt,  a  small 
dark  object  not  much  larger  than  a  football 
would  be  ejected  from  a  rear  panel  of  the  sat¬ 
ellite.  As  it  floated  away  from  its  parent,  the 
smal  I  ob  j  ect  woul  d  f  I  are  bri  ghtl  y  and  begi  n  to 
recede,  braking  its  way  into  a  true  geosyn¬ 
chronous  orbit.12  DFH  91's  patient  ground 
con-trolla's  would  time  these  events  to  oc¬ 
cur  only  over  the  daylit  side  of  the  planet; 
after  all,  even  an  enterprising  amateur  as¬ 
tronomer  might  have  spotted  the  brief  but 
brilliant  pulse  during  an  evening's  comet 
hunting. 

By  late  June,  nearly  90  of  these  odd  vehi¬ 
cles  had  been  deposited  around  the  GEO  ring 
I  i  ke  so  many  space  borne  mi  nes.  Al  I  had  bene¬ 
fited  from  the  GPS's  recent  addition  of  "aft 
horns,"  allowing  satellites  in  GEO  to  take  ad¬ 
vantage  of  America's  premier  navigation  sys¬ 
tem  to  find  their  way.  All  had  performed  co¬ 
orbital  approaches  and  were  scant  meters 
from  thei  r  targets,  awaiti  ng  the  fi  nal  order  to 
rendezvous.  The  targets,  86  diverse  satellites 
built  and  launched  by  a  half  dozen  nations, 
sat  blissfully  unaware,  most  receiving  and 
transmitting  video  and  voice  data  to  waiting 
customers  on  the  pi  anet  bel  ow.  Other  "bi  rds” 
gathered  weather  data  or  listened  to  the  en¬ 
coded  el  ec  tron  i  c  wh  i  s  persof  a  bi  1 1  i  on  con  ver- 
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sations.  Some  waited  patiently  to  report  the 
telltale  bloom  of  a  ballistic  missile  launch  or 
nuclear  detonation. 

The  targeting  itself  was  indiscrimi- 
nate-andpurposefullyso.TheChi  neseknew 
that  they  would  lose  three  satellites  of  their 
own  intheattack.  Thiswasdeemedan  accept¬ 
able  loss,  and  a  useful  misdirection.  After  all, 
therewerestill  fewerthan  20  states  that  could 
have  managed  the  launch  of  a  geostationary 
satellite,  and  suspicion  would  quickly  settle 
on  just  one  or  two. 

The  fi nal  order  was  i  n  fact  no  order  at  al  I . 

I  n  the  event  of  an  abort,  DFH  91  would  have 
suddenly  and  surprisingly  come  to  life, 
broadcasting  a  strong  encrypted  message  to 
its  kill  vehicles  strewn  throughout  the  GEO 
ring.  The  vehicles  would  have  immediately 
shut  down,  and  the  Chinese  would  explain 
theanomalouseventasonemoreexampleof 
thesatellite'sbizarre  behavior. 

Noabortwasissued;thekill  vehi  clesoblig- 
ingly  proceeded  to  "dock"  with  their  targets. 
M  ost  satellites  are  "hardened"  against  the  se¬ 
vere  radiation  environment  of  space;  some 
are  further  hardened  to  withstand  the  radia¬ 
tion  concomitant  with  a  nuclear  blast.  Few 
are  armored  against  physical  assault,  other 
than  to  miti  gatetheef  fectsof  con  ti  nu  ousmi- 
crometeoroidbombardment.  After  all,  armor 
is  heavy,  and  weight  is  at  a  significant  pre¬ 
mium  when  thecost  of  lifting  asingle  kilo  to 
orbit  exceeds  $50,000.13  Thus,  it  was  quite 
unnecessary  to  construct  sophisticated  kill 
vehi  cl  es.Thesi  m  pi  edevi  cessi  m  pi  y  ex  pi  oded 
in  close  proximity  to  their  satellites,  sending 
shrapnel  through  solar  arrays,  battery  sys¬ 
tems,  onboard  computers,  guidance  systems, 
and  sensors  alike. 

Sixty-two  satellites  were  completely  de¬ 
stroyed.  Ten  more  were  severely  damaged 
and  ableto  provide  only  marginal  capability. 
Fourteen  were  apparently  undamaged— most 
likelyduetoafaultytriggeronthekill  vehi  cle 
or  badly  executed  terminal  maneuvers.  The 
roster  of  casualties  included  Intelsat  919 
(broad  casting20ch  an  nelsofvideo  to  various 
Arab  nations),  Thaisat  7  (providing  mobile 
communications  to  Southeast  Asia),  and  Go- 


ri  zont80(aRussian  mi  I  i  tarycommu  ni  cati  ons 
satellite). 

None  of  these  losses  were  made  immedi¬ 
ate!  yap  parent  to  Ameri  cans.  Flow  ever,  at  9:43 
A.M.,  Mountain  Standard  Time,  controllers  at 
the  Space  Based  I  nfrared  Systems  (SBI RS)  1 114 
ground  station  at  Falcon  AFB,  Colorado, were 
startled  by  the  simultaneous  loss  of  signal 
from  f  ul  I  y  th  ree  of  thei  r  GEO  bi  rds.  These  sat¬ 
ellites  surveilled  the  planet  for  the  infrared 
signature  of  ballistic  missile  launches.  With¬ 
out  them,  the  United  States  would  have  to 
rely  entirely  on  its  groundside  radar  sites  for 
detection  of  incoming  missiles.  A  mad  search 
for  answers  began  to  leap  up  the  chain  of 
command.  A  similar  panic  was  setting  in  at 
the  control  center  for  Milstar  lll15communi- 
cationssat  el  I  ites,  wherehalf  of  thei  r  bi  rdshad 
suddenlygonedark.Auto  matic  rerout  ingsys- 
tems  looked  for  the  next  sat  el  I  itei  n  I  i  neto  re¬ 
lay  the  growing  backlog  of  message  traffic, 
and,  findingnone,  began  send  ingqueriesand 
alarms  to  thecontrol  centers.  Secu  recommu¬ 
nications  were  crashing  across  the  planet.  In 
thean  archythatfol  I  owed,  thesecretary  of  de¬ 
fense  wasforced  to  useland  I  i  nes,  order  i  ng  US 
m  i  I  i  tary  f  o  rces  aroundtheglobetotheirhigh- 
est  state  of  alert.  No  opponent  had  yet  both¬ 
ered  to  raise  its  head. 

As  the  mi  I  itary  scrambl  ed  to  respond  to  an 
unknown  threat,  civilian  controllers  watched 
in  horror  as  CNN's  five  network  broadcasts 
went  down  simultaneously.  Iran's  Voice  of 
thelsIamicRepublic,  broad  caston  ninechan- 
nels,  vanished  into  static.  Viewers  in  South¬ 
ern  Cali  for  ni  a  I  ost  all  460  chan  nelsof  Global- 
Net  LA.  Local  television  affiliates,  adrift 
without  their  normal  satellite  feeds,  began 
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What  the  United  States  needed  was 
a  few  simple  systems  and  the 
doctrine  to  tie  them  together. 


placing  calls  to  network  broadcast  centers, 
lookingforan  swersthatweresimplyunavail- 
abl  e.  I  n  a  mat  ter  of  mi  n  utes,  th e  U  n  i  ted  States 
had  lost  43  of  its  satellites  in  GEO,  devastat¬ 
ing  military  and  civilian  constellationsalike. 
Fu  1 1  y  two-  th  i  rdsof  th  e data sh  ut tl  i  n  g  between 
GEO  and  earth  sud  denly  had  no  whereto  go. 

Despitethis,  noneofthepersonal  commu¬ 
nication  and  mobile  telephone  systems,  pro¬ 
vided  bysat  el  I itesor bit ingat  much  lower al  ti- 
tudes,  were  destroyed.  Between  11:30  am. 
and  1:30  p.m.,  call  volume  over  these  systems 
tripled,  then  quadrupled.  By  early  evening,  it 
was  virtually  impossible  to  secure  a  phone 
lineanywhereinthecountry.Theubiquitous 
World  WideWeb,  repeatedly  over  hauled  and 
massi  vel  y  en  h  an  ced  d  u  r  i  n  g  th  ef  i  rst  dec  adeof 
the  twenty-first  century,  was  suddenly 
jammed  with  billions  of  demands  for  news. 
The  information  flow  first  slowed,  then 
stopped.  There  was  I  it  tie  enough  to  be  had  in 
any  event. 

Col  o  nel  Ki  m  poi  nted  to  thestati  sti  csf  I  ow¬ 
ing  down  the  wallscreen  behind  him: 

In  all  of  this,  we  never  engaged  a  single 
American  weapon  system.  US  leaders  never 
succeeded  in  developing  either  the  doctrine  or 
the  systems  requ  i  red  for  space  den  i  al  and  space 
protection.  In  fact,  their  national  policy 
proscribed  such  activities,  despite  the  obvious 
vulnerabilities  of  their  vital  space  assets.  The 
unspoken  consensus  among  thei  r  commanders 
was  cl  earl  y  that  space  i  tself  was  too  vast  and  the 
technologies  needed  were  sufficiently  difficult 
to  develop  that  few  other  nationscould  devote 
the  necessary  resources  to  acquiring  them.16 
Further,  it  is  now  clear  that  the  United  States 
was  confident  that  it  could  spot  a  "rogue" 

I  au  nch  and  anti  satel  I  i  te  attempt,  trace  i  t  to  the 
offending  nation,  and  mete  out  punishment 
through  more  conventional  means-via  air 
strikes,  for  instance.  The  highly  clandestine 
nature  of  the  Chinese  attack  thwarted  this,  and 


left  the  United  States  without  an  adversary  on 
which  to  concentrate. 

"Yet  we  must  certai  nly  be  hi  gh  on  thei  r  I  i  st 
of  suspects,”  the  Chinese  representative 
pointed  out.  Kim  nodded  and  said: 

Yes,  and  for  this  very  reason  we  insisted  on  a 
plan  which  would  foil  even  a  determined 
investigation.  Even  so,  discovery  after  the  fact 
was  not  our  greatest  fear.  In  the  midst  of  the 
confusion  we  created,  with  the  chain  of 
command  disrupted,  it  was  entirely  possible 
that  the  United  States  might  jump  to 
conclusions  and  lash  out  blindly. 

Colonel  Kim  shook  his  head  in  mock  con¬ 
cern,  then  continued: 

The  biological  attack  might  have  been  seen  as 
domestic  terrorism,  but  an  attack  on  space 
assets  could  be  attributed  to  none  other  than  a 
foreign  power.  Yet,  even  today,  US  leaders 
remain  uncertain.  Their  ground-based  assets 
were  able  to  tel  I  them  that  thei  r  satel  I  ites  had 
been  physically  damaged  or  destroyed,  but  the 
lack  of  space-based  reconnaissance  systems  has 
severely  hampered  their  attempts  to  identify 
thei  r  foe. 

What  theUnited  States  needed  wasafew  simple 
systemsandthedoctrinetotiethem  together:  a 
highly  mobile  reconnaissance  platform  to 
perform  on-demand,  close-in  imagery:  perhaps 
a  variant  of  the  same  platform  to  damage  a 
hostile  satellite  or  tow  it  to  a  nonthreatening 
orbit;  some  form  of  proximity  detection  and 
defense  for  their  most  prized  assets,  such  as 
their  early  warning  satellites:  and  a  rapid, 
ultra-low-cost  launch  capability  to  replenish 
constellations  during  a  crisis.  Finally,  and  most 
importantly,  there  was  the  need  for  an 
overarchi  ng  concept  of  operations  to  i  ntegrate 
these  basic  missions  Without  these  elements, 
the  US  space  architecture  was  immature, 
completely  wedded  to  remote  sensing  and 
communication— in  essence,  subservient  to 
their  information  architecture.  Unable  to 
conduct  either  offensive  or  defensive  space 
operations,  the  existing  American  space  order 
of  battle— if  we  can  so  dignify  i  t — cal  I  s  to  mind 
nothing  so  much  as  their  Civil  War-era 
ballooning  efforts,  the  first  crude  attempts  at 
overhead  reconnaissance:  virtually  un- 
maneuverable,  vulnerable  to  fire  from  below 
but  unable  to  return  fire.  And  yet,  the  United 
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States  was  even  tu  allyabletoachi  eve  a  f  earso  me 
mastery  of  air  warfare,  despite  a  somewhat 
unpromising  beginning.  In  space,  however,  it 
remained  stubbornly  unwilling  to  make  the 
logical  leap. 

Thelraqi  pipedupirri  tably,  "For  what  pur¬ 
pose  do  you  tell  us  where  the  Americans 
failed?”  Kim  pointed  a  finger  at  the  Iraqi  and 
said: 

I  tell  you  this  because  our  coalition  must  now 
begi  n  to  consi  der  these  very  i  ssues  if  we  wi  sh  to 
someday  gain  hegemony.  We  have  learned 
much  from  the  USdefeat,  and  if  we  do  not  take 
advantage  of  th  i  s  momentary  I  apse  i  n  Ameri  can 
attention,  our  effortswi  1 1  have  been  for  naught. 
In  a  very  real  way,  we  have  surpassed  them. 

They  believed  themselves  to  be, 
technologically,  several  generations  ahead  of 
their  competition,  which  made  them 
complacent.  They  chose  to  forget  that  a  true 
revolution  in  military  affairs— I  use  their 
termi  nology— requi  res  not  just  the  systems  but 
a  sophisticated  operational  doctrine  to  support 
them. 


Stage3  (Pandemonium) 

15 July 2012, 1:54  pm.  EST.  TheCDC  issued  a 
spo  rad i  cal  I y  h eard  state ment  at  th  i  s  ho  u  r,  de- 
daring  the  capital  a  victim  of  a  biological  at¬ 
tack.  Emergency  Broadcast  System  messages 
began  playing  at  local  Washington,  D.C.,  af- 
f i  I  i  ates j  ust  before  2 :00  p.m  aski  ng  the  popu- 
I ace  to  remain  calm  and  stay  in  their  homes. 
This  warning  went  unheeded.  Highways 
around  the  region  were  closed  to  inbound 
traffic  entirely,  freeing  up  additional  lanes  to 
the  fleeing  public.  National  guardsmen  from 
Virginia  and  Maryland,  requested  by  the 
presi  dent  early  intheaf  ter  noon  asri  otsbegan 
to  erupt  around  the  District,  found  them¬ 
selves  stranded  along  the  shoulders  of  major 
arteries,  waiting  out  the  passage  of  hundreds 
of  thousands  of  panicked  residents  in  the 
D.C.  area. 

As  panic  gripped  the  national  capital  region 
and  the  military  groped  for  answers,  the  final 
phase  of  the  coalition  attack  began.  It  had  al¬ 
ready  been  initiated  by  a  scrambled  cellular 
call,  placed  from  Teheran  to  Norway  at  just 


They  [the  Americans]  chose  to  forget 
that  a  true  revolution  in  military 
affairs . . .  requires  not  just  the 
systems  but  a  sophisti-  cated 
operational  doctrine  to  support 
them. 


after  9:50  p.m.  Iranian  time.  In  a  quiet  Oslo 
suburb,  a  "go"  was  given.  Led  by  the  notori¬ 
ous  hacker  "Whisper,"  three  seasoned  pro¬ 
grammers  set  to  work,  bouncing  the  ignition 
signal  of  a  particularly  potent  virus  off  three 
telephone  switching  stations  in  Britain,  and 
fi  nal lythrough  com  mercial  websiteson  both 
the  East  and  West  Coasts  of  theUnited  States. 
The  effect  was  immediate:  automated  teller 
networks  in  six  major  cities— Los  Angeles,  San 
Francisco,  Seattle,  NewYorkCity,  M  i  ami,  and 
Washington— were  instantly  brought  down. 
Those  that  returned  to  service  began  to  be¬ 
have  erratically,  releasing  thousands  of  dol¬ 
lars  at  the  touch  of  a  button.  Los  Ange¬ 
les-based  banks  responded  almost  instantly, 
cl  osi  ng  thei  r  doors  on  mobs  of  an  gryaccount 
holders  in  the  early  afternoon.  Lending  insti¬ 
tutions  across  the  country  began  to  follow 
Cal  i  for  n  i  a'sl  ead,  ere  at  i  ng  agrow  i  ng  ri  p  pi  eof 
u  n  easi  n  ess.  Therunonhardcurrency  was  be  - 
ginning.  The  New  York  Stock  Exchange  sus¬ 
pended  trading  half  an  hour  before  the  clos¬ 
ing  bell;  the  market  had  already  slipped  an 
ominous  15  percent.  Despite  the  frustrating 
communications  backlog,  realization  was 
spreading  that  the  United  States  appeared  to 
be  under  some  form  of  diverse,  coordinated 
assault.  In  Oslo,  Whisper  preparedto unleash 
a  second  attack.17 

The  target  was  the  already  overloaded  US 
telephone  network  and  its  collection  of 
switching  and  routing  stations.18  Cellular 
grids  and  telephone  exchanges  in  the  D.C. 
area  received  special  attention,  although  out¬ 
ages  were  initiated  in  seemingly  random  lo¬ 
cales  from  Colorado  Springs  to  Charleston. 
The  net  effect  of  the  attack  was  to  bring  na¬ 
tionwide  commercial  telecommunications  to 
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a  standstill.  Coupled  to  the  crippling  blow 
dealt  the  banking  industry,  economic  trans¬ 
actions  ground  to  a  halt.  In  contrast,  vital  na¬ 
tional  communications  were  left  untouched. 
The  military's  workhorse  Defense  Switching 
N  et  wo rk  ( DSN ) ,  th e J  o i  nt  C  h  i  efs  of  Staff  Al  ert 
Network  (JCSAN),  and  the  Secure  VoiceTele- 
conferencing  System  (SVTS)  remained  fully 
operable.19  Information  warfare  experts  were 
awakening  to  the  fact  that  they  had  been  as 
effectively  bypassed  as  the  Maginot  Line  in 
1940.20  What  none  had  yet  understood  was 
the  magnitude  of  the  disaster.  Whisper's  vi¬ 
ruses  would  confound  some  of  the  best 
American  programmers  for  months.  The 
heavily  encrypted  Iranian  software  had  been 
designed  to  resist  the  most  concerted  decod¬ 
ing  attempts. 

Word  of  the  president's  death  by  severe 
respiratory  distress  arrived  shortly  after  the 
dinner  hour  on  the  East  Coast,  and  reached 
the  rest  of  the  nation  andtheworld  primarily 
through  shortwaveradiotransmissions.  With 
the  vice  president  already  dead,  the  Speaker 
of  the  House,  a  senior  Democrat  from  Penn¬ 
sylvania,  was  transferred  by  heli  copterto  An¬ 
drews  AFB.  At  6:55  p.m  .,  the  Speaker  boarded 
the  nation's  single  E-5D,  a  highly  modified 
E>oeing777,  and  thel  at  est  in  along  I  i  neofair- 
craft  th  at  h  ad  wai  ted  to  perfo  rm  th  i  s  m  i  ssi  o  n . 
As  the  plane  became  airborne,  one  of  the 
three  surviving  Supreme  Court  justices  ad¬ 
ministered  the  oath  of  office  to  the  badly 
shaken  congressman,  whose  first  act  was  the 
declaration  of  martial  law  nationwide.  His 
second  act,  perhaps  more  controversial, 
transferred  the  official  seat  of  government 
from  Washington  to  Philadelphia  "for  the 
duration  of  the  crisis." 

Americansin  all  walks  of  life  awaited  their 
opponent's  next  move.  Colonel  Kim  pointed 
to  the  I  raqi  envoy: 

In  1990,  the  United  States  perceived  your 
incursion  into  Kuwait  as  a  serious  threat  to  its 
national  security.  Why?  Your  nation  hadn't 
fired  on  any  Americans.  Your  crime  was  to 
endanger  their  oil  supplies.  They  responded 
with  prompt  action,  and  you  and  your 
countrymen  were  humiliated. 


The  Americans  saw  the  threat  to  their 
information  networks  even  as  they  were 
constructing  them.  Their  military  built 
elaborate  security  measures  to  resist 
intrusions  into  secure  areas,  protecting 
sensitive  data  and  preventing  unwelcome 
visitors  from  wresting  control.  Yet  even  as  they 
strengthened  these  defenses,  they  did  not  pay 
sufficient  attention  to  the  massive  growth  of 
their  nation's  commercial  information 
infrastructure,  and  their  economic  reliance 
upon  it.  The  analogy  between  oil  and 
information  could  not  be  clearer— banking 
networks  and  tel  ecommun  i  cati  ons  systems  are, 
if  anything,  more  essential  to  the  day-to-day 
operation  of  their  country,  and  far  more 
vulnerable  to  disruption. 

Our  Iranian  allies  chose  well,  attacking 
vulnerable  civilian  systems  and  ignoring  the 
heavily  protected  government  networks.  By 
itself,  such  an  effort  would  have  resulted  in 
irritation  and  annoyance.  Coming  on  the  heels 
of  the  other  attacks,  however,  our  information 
strike  resulted  in  a  mass  hysteria  which,  for  all 
practical  purposes,  temporarily  shut  down  the 
United  States.  While  they  were  able  to 
reconstitute  their  government  fairly  quickly, 
they  have  still  failed  to  fully  recover.  Their 
ci  ti  zen  ry  i  s  up  i  n  arms  and  demandi  ng  answers. 
For  the  past  year,  their  legislators  have  been 
cal  I  i  ng  for  a  "retrenchment." 

"I  trust  that  you  all  understand  why  I  am 
spending  some  time  on  how  the  Americans 
might  have  defeated  us?"  Kim  asked.  There 
were  nods  of  assent  around  the  table. 

One  lesson  we  have  learned  isthat  information 
warfare  is  not  to  be  applied  in  a  vacuum.21  In 
concert  with  other  forms  of  war,  it  can  have 
useful  synergistic  effects.  Taking  out  a  city's 
electrical  power  isan  inconvenience,  but  isnot 
typically  life-threatening.  But  to  the  same  city 
gripped  in  the  throes  of  rioting,  such  a  move 
can  be  devastati  ng. 

Countering  our  information  strikeswould  have 
required  a  coordinated  effort  on  the  part  of  the 
American  military  establishment  to  protect 
"critical  sectors"22  of  the  commercial 
information  infrastructure.  This  would  have 
been  a  daunting  task.  American  corporations 
are  noted  for  their  fierce  independence;  they 
would  have  chafed  under  any  form  of 
regulatory  guidance  the  government  imposed. 
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Yet  forgoing  any  form  of  protection  is 
foolishness-after  all,  one  should  not  depend 
on  that  which  one  cannot  defend. 

Colonel  Kim  switched  off  the  wallscreen. 
In  a  grave  tone,  he  continued: 

The  United  States  was  able  to  marshal  its 
enormous  scientific  and  engineering  expertise 
to  create  invention  after  invention  for  space 
and  information  applications  Americans  built 
high-technology  houses  of  cards  and 
congratulated  themselves  on  their  innovation 
wi  thout  taki  ng  the  ti  me  to  f  ul  I  y  u  nderstand  the 
full  implications  of  what  they  had  wrought. 
They  dabbled  in  remote  sensing,  providing 
themselves  an  illusory  sense  of  security  at  odds 
with  their  actual  capabilities,  and  leaving 
themselves  open  to  unconventional  attack. 
They  refused  to  apply  their  own  lessons  of 
ai  rpower  to  space  power,  preferri  ng  to  mai  ntai  n 
a  fragile  and  highly  vulnerable  information 
arch  i  tecture  i  n  the  sky.  Lastl  y,  they  chose  not  to 
tackle  the  admittedly  difficult  problem  of 
safeguarding  their  civilian  information 
infrastructure.  Taken  in  isolation,  each  of  our 
attacks  was  pai  nful  but  not  threateni  ng  to  thei  r 
national  integrity.  Together,  however,  they 
very  nearly  brought  the  United  States  to  its 
knees. 

The  North  Korean  envoy  rose  and  bowed 
expansively,  "Thank  you,  Colonel  Kim.  Your 
analysis  is  a  cogent  one,  and  I  assure  you  it  is 
greatly  appreciated  by  each  of  us.  I  apologize 
fornot remain  ing;  I  gonowtooverseethelast 
of  the  mopping-up  operations  around  Pusan. 
Please,  know  my  gratitude  and  that  of  your 
nation." 
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